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Abstract—We equip labelled transition systems (LTSs) with  practical verification or do not preserve enough informatio
unidirectional counters (UCs) which can be initialised to an  on the enabledness of transitions in infinite executions [5]
arbitrary positive value and decremented but not incremented. Our research is motivated by the work of Puhakka who

This formalism, called UCLTSs, enables one to express fairness has introduced a conaruence preservin av to use fairmnes
properties of concurrent systems in a finite form and reason S u gru p ving way 1o u | S

about them in a compositional, refinement-based fashion. CoOnstraints in process-algebraic verification [5]. In his a
Technically, we first show how to apply CSP-style parallel proach, fairness constraints are formulated as tempaga lo
composition and hiding directly on UCLTSs while maintain-  formulae that correspond to infinite-state labelled trémsi

ing compositionality. As our main result, we prove that the systems (LTSs) [2]. When an (unfair) finite-state process is

refinement checking of UCLTSs under the chaos-free failures- di llel with the fai traint and i
divergences semantics can be reduced to two decidable tasks composed in paraliel wi e fairness constraint and ater

that can be solved by the popular FDR2 and NuSMV model ~communication is hidden, the resulting infinite-state LB& ¢

checkers, respectively. be represented as (or at least abstracted to) a finite one.
Keywords-formal verification, process algebra, unidirectional F"uhakkg prOVId?S an algorithm for .generatl'ng '_[he abstrac-
counter, refinement, fairness, decidability. tion, which basically means removing unfair divergences,
i.e., livelocks. He also sketches an algorithm for checkimegy
|. INTRODUCTION completeness of the abstraction. However, if the abstmacti

We consider the algorithmic verification of concurrent turns out to be incomplete, the method may result in false
reactive systems where liveness properties play an importa negative or, if it is applied on the specification side, false
role [1], [2]. A problem with the verification of such positive verification results.
properties is that they may be violated in executions where  Contribution: The fundamental source of infinity in
an (unwanted) event, like the loss of a message, occuBuhakka’'s construction is that certain actions are allowed
infinitely often consecutively. As the probability of such to occur arbitrarily but not infinitely often unless some
scenarios is typically zero, liveness properties can lisbal ~ other action takes place every now and then. This can be
proved correct when the system behaves in a fair way, e.g., #ought as an implicit use of a unidirectional counter (UC),
message is not lost infinitely often without being delivered which can be initialised to an arbitrary positive value and

On the one hand, in temporal-logic model checkingdecremented but not incremented. We extend Puhakka’s
[1], fairness is a well-studied problem. However, thesework by equipping LTSs explicitly with such counters.
approaches do not easily lend support to compositionallthough this does not increase the expressiveness of finite
analysis as it is not generally possible to replace a subisyst LTSs from the viewpoint of finite behaviours (traces and
with a semantically equivalent one while preserving thefailures [2], [6]), UCs enable expressing infinite behav#ou
semantics of the whole. Practical implications are thatynan (divergences and infinite traces) that would normally regjui
state-space reduction techniques cannot be applied duriibe use of infinite-state LTSs. UCs can be employed to
the construction of the system and that generic parametkriz impose strong fairness constraints on infinite executions,
verification techniques [3], [4] cannot be used. which means that they are useful in modelling fairness

On the other hand, in process algebras, where botproperties and introducing fairness in a system model.
system implementation and specification are processes andAs our first contribution, we give operational semantics to
verification is done by checking whether the implementationan LTS with UCs (UCLTS) as an infinite-state LTS. More-
is a refinement of the specification, compositionality is aover, we provide UCLTSs with typical process-algebraic
standard feature [2]. However, introducing fairness into aoperators, namely CSP-style parallel composition andbidi
process algebra without losing compositionality has tdrne operators [2], and show that every compositional refine-
out to be difficult to achieve. This is because most compoment preorder on LTSs, like CFFD (Chaos-Free Failures-
sitional refinement preorders are either too fine-grained foDivergences) semantics [7], is a compositional preorder on



UCLTSs, too. to a visible one, and by initialising the UC when the
As our main contribution, we show how the refinementprocess takes a visible action. Hence, the combination of

checking of finite UCLTSs under CFFD semantics can becompositionality and UCs is a universal construct able to

reduced to two decidable tasks: a failures refinement checé&xpress many forms of fairness.

on finite LTSs and a language containment check on Streett  Proofs: Due to space constraints, all proofs of our

automata (SAs) [8]. The former task can be solved usingesults can be found in an online appendix [16].

the refinement checker FDR2 [2]. The latter task [9] in

general involves the complementation of an SA, which is of

exponential complexity also in the best case [10]. However, Labelled Transition Systems (LTS$n LTS [2] is a

if the specification automaton is deterministic, then thegraph whose vertices are called states, edges are labglled b

language containment problem for SAs can be formulatedctions and called transitions, and at least one of thessisite

as a temporal logic model checking task [11] and solvedmarked as initial. We assume that there is a uniguisible

using existing tools such as NuSMV [12]. This enablesaction, denoted by, while the other actions areisible

the compositionalverification of systems in the presence Formally, an LTS is a four-tupléS, A, R, I), where S is

of fairness constraints. a non-empty set oftates A is a set of visible actions (an
Note that our work using UCLTSs forms a proper exten-alphabe}, R C S x (AU {r}) x S is a set oftransitions

sion of Puhakka’s approach since our reduction of CFFDand C S is a non-empty set dfitial states.

refinement checking to the above two tasks preserves all An LTS L isfiniteif its alphabet is finite and if it has only

finite and infinite behaviours of a process and nothing mordinitely many states. Otherwise, the LTSiisinite. A finite

or less, i.e., no over- or under-approximation is introdlice alternating sequencga, s ... a,s, Of states and actions of

This is especially important from the viewpoint of specifi- £ is a(finite) path in£ (from sg) (to s,,) if (s;—1,a4, ;) is a

cation processes that cannot be over-approximated withoutansition of £ for everyi € {1,...,n}. A finite path from

the risk of false positive verification results. an initial state is called €éinite) execution (of). An infinite

Related Work:Other efforts to combine composition- path and aninfinite executiorare defined analogously.

ality and fairness have focused on developing operators and In process algebraic verification, both system specifioatio

semantics that neglect unfair executions [13], [14], [TB]le = and implementation are modelled as LTSs, denoted by.

fair parallel composition operator of Hennessy guaranteeand L;,,,;, respectively. The system LTS, is typically

that the parallel composition of two processes makes igfinita parallel composition of smaller LTSs representing its

progress only if both processes make infinite progress [13jcomponents and, before it is compared agaifigf.., the

The fair fixed-point operator of Cleaveland andittgen  actions irrelevant taC,,.. are hidden.

allows for the finite but unbounded unwinding of recursion Let.L; be an LTS(S;, A;, R;, I;) fori = 1,2. Theparallel

[14], and the semantics used by Rensink and Vogler ignoresompositionof LTSs £, and L., denoted by(£, || £2), is a

leavable livelocks [15]. four-tuple (S x S2, AyUAs, Ry, I x I3), whereR) is the set
Unlike these approaches and since UCLTSs with paref all triples ((s1, s2), a, (s}, s5)) such that(s;,a, s;) € R;

allel composition and hiding are finite representations forfor i = 1,2 anda # 7; or (s;,a,s;) € R;, a ¢ Aj, s; € S;

fairly behaving infinite-state LTSs with CSP-style paralle ands; = s’ for different elements, j in {1, 2}.

composition and hiding, we basically employ an existing It is easy to see thdt’; || £2) is an LTS, where’; and

process model with standard operators and well-knowrnC, can execute a visible action jointly if and only if both

compositionalsemantics. A benefit of this approach is thatagree on its execution, whereas the visible actions only in

it can be implemented on top of existing tools. the alphabet of one LTS and the invisible actiorare exe-
Furthermore, although the approaches in [13], [14], [15]cuted individually (i.e., interleaved). This is esseityiahe

are based on semantics and process models incomparalglesociative and commutative parallel composition operato

to ours, some of their aspects can be simulated by ouof CSP [2], with the synchronization alphabet consisting of

formalism, too. More precisely, a fair parallel compositio the intersection of the LTSs’ alphabets.

can be realised by using two UCs that guarantee that, if one Let £ = (S, A, R,I) be an LTS andB a set of visible

process executes an action infinitely often, then the otheactions.£ after hiding B, denoted by(£ \ B), is a four-

process must execute an action infinitely often, too. A fairtuple (S, A\ B, R\,I), where R, is the set of all triples

fixed-point operator can be implemented with the aid of a(s,a,s’) € R such thata ¢ B; or a = 7 and there is some

single UC because the maximum number of unwindings i$ € B such that(s, b, s’) € R. Hence,(£ \ B) is obtained

chosen arbitrarily when a recursion is entered and, everfrom £ by substitutingr for the actions inB. Obviously,

time a recursion is unwound, the number is decremented( \ B) is an LTS.

until it becomes zero or the recursion is exited. Leavable A system implementatiofi;,,,; is considered correct with

livelocks can be achieved by decrementing a UC whemespect to the specificatiofi,p. if Ly is a refinement

a process takes an internal action that is an alternativef L,.., denoted byL;,, =< L. There are many

Il. MODELS OFCOMPUTATION



different refinement relations reported in the literatg [ « € X, there is some’ € @ such that(q,a,q’) € A. It is
which enable different properties to be checked. Howeverdeterministicif, for all ¢ € Q anda € ¥, there is at most
refinement relations are typically compositional preosder one¢’ € @ such that(q,a,q’) € A.
i.e., reflexive and transitive relations such that whenever A finite alternating sequencgaiq; - .. a,q, of states and
L1 X Lothenly || L Ly || Land Ly \ B < L3\ B input symbols ofS is a (finite) path inS (from ¢q) (to
for all LTSs L1, L5, £ and setsB of visible actions. qn) if (¢i—1,ai,¢q;) € A forall i € {1,...,n}. An infinite
Given a preorder< on LTSs, its kernel is the relation pathis defined analogously. A stateis reachable (inS) if
{(L1,L2) | L1 2 Lo, L2 X L1}. It is easy to see that the there is a path irS from the initial statej to ¢. If p is an
kernel is an equivalence and,+#f is compositional, then the (infinite) path inS, theninf(p) denotes the set of all states
kernel is compositional, too. that occur infinitely often inp. Pathp is acceptingif, for
CFFD Semantics:We consider refinement checking all (Q1,Q2) € F, inf(p) N Q1 = 0 or inf(p) N Q2 # 0.
under the popular chaos-free failures-divergences (CFFDAN infinite path inS from ¢ is called arun (of §). The
semantics [7], which enables the analysis of safety, lisene automatonS acceptsan infinite wordw € X if there is
and deadlock properties. For this purpose, LTSs are read @ accepting rum of S such thatw is obtained fromp by

sets of traces, stable failures and divergences. removing all states. The set of all infinite words accepted
Let £ be an LTS. A finite sequence of visible actions isby S is called thelanguage (0fS) and denoted by.(S).
a (finite) trace (ofL) if there is an execution of such that Kripke Structures (KSs)Like an LTS, a KS [1] is a

the sequence is obtained from the execution by removinglirected graph whose nodes and edges are called states and
all states and invisible actions. Ainfinite traceis defined transitions, respectively, and one of the states is marked a
analogously. The sets of all traces and infinite trace€ of the initial state. The difference is that instead of traoskg,

are denoted byr(£) andit(L), respectively. the emphasis is on states, each of which is assigned a set of
An actiona is enabledin a states, if there is a state’ elements calledtomic propositions
such that(s, a, s’) is a transition ofL. A states refusesa Formally, a KS is a five-tupldC := (S, P, [, R, 5), where

setA of visible actions if no action iMU {7} is enabled at S is a non-empty set oftates P is a set of atomic propo-
s. The pair(t, A) of a trace and a set of actions isstable  sitions,/ : S +— P(P) is alabelling function R C S x S is
failure (of £), or afailure for short, if there is an execution a set oftransitions ands € S is the initial stateC is finite
of £ to a state refusingl such thatt is obtained from the if it has a finite number of states and atomic propositions.
execution by removing all states and invisible actions. TheAn infinite sequence of stategs; s, ... of K is an(infinite)
set of all failures ofC is denoted byf(L). path (inKC) (from sg) if (s;,s;+1) € R for all i € N. A path

A finite tracet of £ is adivergence (off) if there is an  from the initial states is called anexecutionof K.
infinite execution such thatis obtained from the execution Modal Logic: When system implementations are mod-
by removing all states and invisible actions. The set of allelled as KSs, specifications are often given in temporatlogi
divergences of_ is denoted bydv(L). [1]. Here, we use the simplest modal logic where the only

An LTS £, is a failures refinementof an LTS £,, temporal operators ar@waysand eventually but which is
written £, <p Lo, if £, and £, have the same alphabet, strong enough to express fairness.
tr(£1) C tr(Ls) and sf(Ly) C sf(Ly). LTS L, is a The formulaep of amodal logicare given by the grammar
CFFD refinementf L, written £1 <cppp Lo, if L1 <p Lo, ¢ =D | (70) | (pVe) | (O¢), wherep stands for an atomic
dv(£y) C dv(£2) andit(L£y) C it(Ly) [7]. The corre- proposition. LetC be a KS with the labelling functior
sponding kernels are denoted by and =¢ppp. CFFD  @ndo = sps1s2... a path ink. We define the satisfaction
refinement is a compositional preorder, aagrrp iS a relation = betweenk, o and a modal formula inductively
compositional equivalence [7]. on the structure of formulae as follows:

Streett Automata (SAs)An w-automaton is a finite 1) K,oEpif pel(s).

state automaton that accepts infinite words. The most com- 2) K,o = ¢ if K,0 ~ ¢, i.e., notkC, o |= ¢.
mon w-automata are Bchi, Muller, Rabin, Streett and 3) K,oE¢1 Voo if K,0 = ¢1 or K, 0 = ¢o.
parity automata, which differ in their acceptance condsio 4) K,o Qo if K,5;8;+18i+2... E ¢ forall i e N.
However, except for deterministiciiBhi automata, they all We say thatC satisfiesp, denoted byk = ¢, if K,0 E ¢
recognise the same class of languages [8]. Here, we use #r every executiornr of K.
SA whose acceptance condition consists of a finite number We use the standard abbreviatiaigg — ¢2), (¢1 A ¢2)
of (strong) fairness constraints: and O¢ for ((—¢1) V ¢2), =((—¢1) V (—¢2)) and -0O-¢,

An SA is a five-tupleS := (Q, %, A, g, F), where@ is  respectively. Since conjunction and disjunctionv are as-
a finite non-empty set oftates X is a finite set ofinput  sociative and commutative, we use their generalised vessio
symbolganalphabe}, A C Q@ x¥x @ is a set otransitions ~ when conjunction or disjunction is taken over a finite set.
g € @ is theinitial state and F C P(Q) x P(Q) is an Whenever P, and P, are finite sets of atomic propo-
acceptance conditionS is complete if for all ¢ € Q and  sitions, we write ¢x(P;; P) for the modal formula



fairness property that, whenever some propositionPin
is true infinitely often, then some proposition i, must el
be true infinitely often, too. We say that a pathin C is

(O0V,,ep,p1) — (O0V, cp, p2) Which expresses the T<—.ue2 <—.ub2 ~02)< - -
ueq
(co2)

semantics, one can exploit compositional construction and
state-space reduction techniques to achieve the goal. Un-
fortunately, sometimes it is impossible to avoid modellinng1
unrealistic unfair behaviours.

As an example, consider a shared resource system (SR
where two users compete for access to a shared resourc |
To access the resource, a user has to obtain a lock that can I
be held by at most one user at a time. We wish to formally ' !
prove that, if the locking policy is fair, i.e., the lock resgis Figure 1. Infinite-state specification LTS.
of one user are not favoured all the time, then both users
can access the resource infinitely often.

Because a user is allowed to access the resource arbitrariy positive value (denotedec), we can express the specifi-
but not infinitely many times consecutively, we observe thatcation LTS as the finite-state system of Fig. 2.
any attempt to formalize the specification leads essepntiall
to the infinite-state LTS (or equivalent) of Fig. 1. The use [dec c3,init c1] 7 l [dec c1,init co] 7
of the resource by uséris denoted by two actions;b; and
ue;, Which refer to the beginning and end of the operation, ubs Oz () ub1
respectively. When user 1 (or 2) accesses the resource, o
the specification LTS proceeds upwards (or to the left)\l/:\;i%#rt?/vg.uczle formal specificatiofpec of SRS represented as an LTS
Because the LTS supports only finitely many consecutive
steps upwards or to the left from any state, it does not allow To formalize the concept of an LTS with UCs, we write
for a single user to use the resource forever. However, as on@ for the set{init, dec, nop} of counter operations, where
proceeds upwards or to the left, one can simultaneously andop is an operation that preserves the value of a counter.

silently move to any column or row (except for the firstone), . . .. .

respectively, by picking a suitabletransition from am,,.- Eeﬁ;ntul)n ; j(élugl‘;s); Anh LTSSV.V'th ?Cts (UCt:L'If'St)st a

labelled state. This means that, after one user has accessed P ?( T ’s).’ where. IS a finfte set ofstales
is a finite set of actions (amlphabe}, C is a finite set

the resource at least once, the other user is allowed tosicce .
it again. Therefore, the LTS reflects that both users are abl8f counters iz ¢ §xTloec O x (AU {7}) x S'is a set

to access the resource infinitely often. of transitions (AH(ECQ denotes the set of all functiorss:

Even though the LTS is infinite, it has a regular structurec — 0), ands € Sis theinitial state

that can be exploited to express the LTS finitely; the states A UCLTS is finite by definition but it intuitively corre-
are of the formz,., wherex can be viewed as one of the sponds to an infinite LTS. Each state of the infinite LTS
five control statesu,b,c,d,e, andy and z as the values consists of a state of a UCLTS and a functiorf that maps
of counterse; and c;, respectively. When user 1 is about counters to their current values. Initially, the counteraym
to access the resource, i.e., the LTS proceeds upwardike any positive value and, if the LTS is in a statef), it
counterc; is decremented. At the same time, countgr can execute an actianif there is a transitior(s, 9, a, s”) of
can be initialised to any positive value since the LTS canthe UCLTS such thaf maps every counter that the transition
simultaneously move to any column except for the first onedecrements to a positive value. After executingthe LTS
Similarly, when user 2 is about to access the resourcés  enters the statés’, /'), where f'(¢) > 0 if the transition
decremented ang, is initialised to a positive value. Hence, initialises ¢ (i.e., 6(¢) = init), f'(¢) = f(¢) — 1 if the
via unidirectional counters (UCs) that support initialgito  transition decrements (i.e., §(¢) = dec) and f'(¢) = f(c)

an arbitrary positive value (denotédit) and decrementing if the transition preserves(i.e., §(c) = nop). Such an LTS

ubq uby

)

—

(Pl,Pg)-fair if K,o ):d)]:(Pl,Pg) uby b1
. LTSs wiTH UCs A L
T T T
For the automatic verification of complex systems, it iS(ay, 444 -
often advantageous to be able to capture the behaviour o
a system implementation and specification in small finite |ue: ueq 1
models. By using finite LTSs with congruence preserving@@ c11
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is called theinterpretationof a UCLTS: Definition 4 (Parallel composition on UCLTSs)Let C;

Definiton 2 (Interpretation) Let C be a UCLTS be the UCLTS(S;, 4, Cs, R, &), for i = 1,2, such

(S, A,C, R, ). The interpretation (ofC), denoted by[C] that C; and C, are disjoint. Theparallel composition
iSi’:lf;JU;’-tljp|e(S’ A, R',I'), where ' " (of C; and (), denoted byC; || C2, is the five-tuple

e §'=8x[LooN. (S1 x S2, A1 U Ay, Ch U CQ,RT‘, (81, 82)), WhereRﬂ is the

« R is the set of all triples((s,f),a, (S/,f/)) c S x set of all fOUI’-tUp|eS((81,52),5, a, (8,1,5/2)) such thaté :
(AU {7}) x S’ for which there isy : C' > O such that C1YC2+— @ and

(s,0,a,s') € R and, for allc € C, o (54,0|c;,a,s;) € R; for bothi = 1,2 anda # 7, or
— if §(c) = nop, then f(c) = f'(c) « for distinct elements, j € {1,2}, (s;,0|c,,a,s;) € R;,
— if 6(c) = init, then f(c) € N and f'(c) > 1, a ¢ Aj, s; € 5j, s5 = s, andd|g; is the constant
— if 8(c) = dec, thenf(c) > 0 andf'(c) = f(c)—1, functionnop (J|¢, denotes the restriction afto Cy,).
o I'={3} x[l.ccZy. Hence, the parallel composition of UCLTSs treats actions

It is easy to see that the interpretation of a UCLTS is anIike its LTS counterpart and preserves counter operations.

LTS and that the interpretation of the UCLTS of Fig. 2 is Definition 5 (Hiding on UCLTSs) Let C be the UCLTS
the infinite LTS of Fig. 1. We can now give semantics to (S, A, C, R, 5) and B a set of visible actions. The UCLTS
UCLTSs via their interpretations: C after hiding B, denoted byC \ B, is the five-tuple

Definition 3 (Preorder on UCLTSs)Let < be a preorder (54 \ B,C, I',3), where R’ is the set of all four-tuples

on LTSs. Then= is a preorder on UCLTSs defined gy ~ (8:9,a,s") such that(s, 4, a,5") € R anda ?é Biora=r
andCs, C; 2C, if and only if [C1] < [Ca]. and there is somé € B for which (s,d,b,s") € R.

To model the SRS implementation we formalize the Hence, hiding works exactly as in the case of LTSs; it
behaviour of usef as the UCLTSUser; of Fig. 3. It states  affects only actions and does not change counter operations
that the user can repeatedly request the lock (denoted by Obviously, the parallel composition of two UCLTSs as
Ick;), use the resource and release the lock (denoted bYell @s @ UCLTS after hiding a set of visible actions are
unl;). In any state, the user can also perform other activitiesUCLTSs. Thus,Sys := (User: || Users) || Lock is @ UCLTS;
denoted by ar-action. To make sure that the user does nott is depicted in Fig. 4 (without isolated states). Moreover

perform other activities forever, the model uses a tj¢ ~ When we hide the seLA := {icky, unly, lckz, unly} of
that is decremented wheneverraransition is taken and locking actions we get the UCLTSys \ LA that is obtained
initialised whenever a visible action is executed. from Sys by substituting for every occurrence of an

The behaviour of the lock is captured in the UCLL&k  action inLA. Hence, the question on the correctness of SRS
of Fig. 3. It formally states that at most one user can hold thean be formally expressed as the refinement checking task
lock at any time and that the lock is not continuously grantedSys \ LA <crrp Spec.
to the same user. The latter property is achieved by using
two UCs in the same fashion as in the formal specification[dec ¢z ,] 7 [dec ey, 7 [deccrr]7 [dec e r] T

. ue2 [ini¢ .
User;: [decci -] T {ini® c,7) 1,r] ue,

init c¢; ] lck; init ¢; ;| ub;
\ ! ivr] Lok [ ] ubi [init co +] unls [init ¢1, ] unly

,r_/ abl

[init ¢; ] unl; [init ¢; -] ue;
[dec¢; 7] T [deccir] T [decc; ] T

Lock:

[dec ¢z, init ¢y ;] Ick2 l [dec ¢y, init ¢y 1] Icky

O S0 =0 deccarl 7 decerr)r
[decca,7]) T [deccir] T

unla unly

i
2.
o
3 .
o) init co 7,
= dec ¢y, |lcka
=
w0

init c1,7,
deccy;, |lck1
init ¢ ;

init ¢ ;

/illit o

Figure 4. UCLTSSys — 1 Il Lock.
Figure 3. UCLTSsUser; and Lock, representing the behaviour of user ‘gure UCLTSSys = (User || Userz) || Lock

(: = 1,2) and the lock of SRS, respectively. ] ) —~ ) )
The interpretation obys\ LA is practically the same LTS

To construct the implementation model and to verify it as the one obtained by putting the LTS interpretations of
against the specification, we should put the UCLTS88r;, the UCLTSsUsery, Users and Lock in parallel and hiding
User, and Lock in parallel and hide the locking actions. the locking actions. This is because the interpretatiorhef t
This motivates the lifting of the parallel composition and parallel composition of UCLTSs matches the parallel com-
hiding operators on LTSs to UCLTSs: position of the interpretations of the UCLTSs modulo the



naming of states, and taking the interpretation of a UCLTSabstracted values of the counters and ¢y, respectively.
after hiding a set of actions yields the same result as takingloreover, one can see thffpec] 5, is obtained fronfSpec]
the interpretation of the UCLTS first and hiding the actionsby applying the signum functiongn, to counter values. This
thereafter. Formally, leZ; be the LTS(S;, A;, R;, I;) for generally holds for UCLTSs.

i =1,2. The LTSsL; and L, areisomorphi¢ denoted by

L1~ Loy, if Ay = A, and there is a bijectiog : S — S5 ubs__(e17)— ue2 l uer (11 ub1
such thatRy; = {(g9(s),a,9(s")) | (s,a,s’) € Ry} and m _ @ _ @

I, ={g(s) | s€ I}

n V \T& -
Lemma 6. Let C;, C; be UCLTSs and3_a visible action
W

set. Then[[C, || C] =~ [C1] || [C2] and [¢1 \ B] = [C1] \ B.

This lemma leads to our first result, namely that the
compositionality of preorders on LTSs is preserved when
operating directly on UCLTSs:

Figure 5. The finite interpretation of the formal specificati§pec.

Lemma 9. Let C be the UCLTSS, A, C, R, §). Then, the

Theorem 7. Let = be a compositional preorder on LTSs finite interpretation]C] s, is a finite LTS. Moreover,

coarser than~, i.e., ~ C <. Then,= is a compositional

preorder on UCLTSs. 1) if (so, fo)ai(s1, f1)-..an(sn, frn) iS @n execution of
[C], then(so,sgno fo)ai(s1,sgno f1)...an(sn,sgno
As all preorders used in practice are coarser than iso- fn) is an execution ofC] ., and

morphism, every compositional preorder on LTSs is a 2) if (sq, fo)ai(s1, f1)...an(sn, f») iS an execution of
compositional preorder on UCLTSs, too. Especially, CFFD [Clfin, then there are functiong)), ..., f, : C — N
refinement=crpp is a compositional preorder on UCLTSs. such that(so, f3)ai(s1, f1) ... an(sn, f;) is an execu-

IV. REFINEMENT CHECKING UCLTSs tion of [C] and f; = sgu e f; for all i € {0,...,n}.

Because the signum abstraction of counter values pre-

Due to their infiniteness, the LTS interpretations Ofserves the enabledness and disabledness of transitions, it
UCLTSs are not suitable for automatic verification. Thus, we

does not affect finite behaviours. Therefore, the finite in-
develop finite versions that can be used for the algonthmuier retation of a UCLTS is failures equivalent to the inter-
checking of the finite and infinite part of CFFD refinement, b g

; , pretation of the UCLTS, and one can check the finite traces
respectively. Our approach consists of two parts. ) . S :
- . o and failures of UCLTSs using their finite interpretations.
Finite Behaviours:First, we abstract the value of each

counter into a single bit, which tells us whether the counteiTheorem 10. For every UCLTSC, [C] g, =r [C].
has a positive value. The resulting structure, calledfitite
interpretationof a UCLTS, is defined like the interpretation
before, except for counter initialisation and decrementin
The former operation sets the value of a counter to one an
the latter chooses it non-deterministically to be zero a.on

For our example, we encoded the finite interpretations
of Sys \ LA and Spec in the CSP language and ran the
DR2 refinement checker [2] to establish failures refinement
ithin a second FDR2 gave a positive answer which means
thatSys\LA =r Spec. In other words, only one of the users
Definition 8 (Finite interpretation) Let C be the UCLTS can access the resource at any time, and at least one user
(S,A,C, R, 3). Thefinite interpretation (ofC), denoted by can access the resource infinitely often. However, we do
[Clfin, is the four-tuple(S’, A, R',{(3, fc)}), where not know whether the users are treated fairly because the
o 8" =5 x[lec{0,1}, abstraction may introduce infinite behaviours that are not
o R is the set of all tripleg((s, f),a, (s, f')) € S’ x present in the original system; if the finite interpretation
(AU{r}) x S’ for which there isj : C — O such that decrements a counter arbitrary many times consecutively,

(s,d,a,s') € R and, for allc € C, it can do so infinitely often, too, which is not possible for
— if §(c) = nop, then f(c) = f'(c), the interpretation. This. is w.hy. f@nite inter_pretations cahn
— if 5(c) = init, then f(c) € {0,1} and f'(c) = 1, be used for the analysis of infinite behaviours.

— if 5(c) = dec, then f(c) = 1 and f'(c) € {0,1}, Infinite Behaviours:The other part of the solution is to

convert a UCLTSC into anw-automaton that accepts pre-
cisely the infinite executions that give rise to a divergeoice
It is easy to see that the finite interpretation of a UCLTS isan infinite trace of[C]. We use a Streett automaton (SA) for
a finite LTS whose size is linear in the size of the UCLTS andthis purpose since its acceptance condition naturallywallo
exponential in the number of counters. Especidlfgec] us to concentrate on infinite executions that contain irdipit
is the LTS of Fig. 5. The state labels are of the farg, many initialisations or only finitely many decrements ofteac
where z refers to the state ofpec andy and z are the counter. Such an automaton is called thénterpretation of

« fc is the constant function.



a UCLTS and defined as follows:

Definition 11 (w-interpretation) Let C be the UCLTS
(S,A,C,R,§). The w-interpretation (of C), denoted by
[C]... is the five-tuple(Q, AU {r}, A, (5,6¢), F), where

o Q=5%]l.ec©,

o A is the set of all tripleq(s,d),a, (s',d")) such that

0:C— 0Qand(s,d,a,s') €R,
« oc is the constant functiomop,
o F'is the set that consists of, for alle C, the pairs

({(5,9) € Q | 3(c) = dec}, {(s,8) € Q | 6(c) = init}).

It is obvious that theo-interpretation of a UCLTS is

we insert one bit of information to each state that encodes
whether the previously taken transition was an added
transition. We also modify the acceptance condition such
that, whenever the automaton executes an adeteansition
infinitely often, it executes another transition infiniteiften,

too. Thus, the states of the modified automaton become pairs
(q,b), wheregq is a state of[C],, andb € {0,1} indicates
whether the previous transition was an added one.

To enable the automaton to skipsymbols between two
visible actions, we add am-labelled transition  # 1)
from every reachable statgthat is either the initial state
or follows a visible action to a statg that can be reached

an SA whose size is linear in the size of the UCLTS andom ¢ by taking an arbitrary number af-transitions first
exponential in the number of counters. The SA of Fig. gand then aru-labelled one. For each counter, we store only
is thew-interpretation of the UCLTSpec, where the states the greatest operation on the skipped path where operations

(s,0) of [Spec]., are represented in the forsy,) s(c,)-

are ordered bynop < dec < init. This is sufficient

By taking a closer look, one sees that the infinite sequencedCé, when we consider a finite (but possibly infinitely
of actions that[Spec] can execute are precisely the words often repeating) part of an infinite path from the viewpoint

accepted byfSpec],,. This holds for all UCLTSs.

r
—

~
uby (énop,nop) uU€2

Figure 6. The reachable part of theinterpretation ofSpec.

T

—
e

ue1 \Cnop,nop) ubq

Lemma 12. LetC be the UCLTS S, A,C, R, §). Then, the
w-interpretation[C]., is an SA. Moreover,
1) if (so, fo)ai(s1, f1)az(se, f2)... is an infinite exe-
cution of [C], then there are functiongy,dy,... :
C — O such that(So, 5())0,1(817 (51)@2(82, (52) ... is
an accepting run ofC].,, and
2) if (so,00)a1(s1,01)az(s2,02) ... IS an accepting run
of [C]., then there are functiongy, f1,...: C — N
such that(So, fo)al(sl, fl)ag(SQ, fg) ... Is an infinite
execution of[C].

Because an SA treats all input symbols (actions) in a uni
form way, alsor-symbols are visible in the language of the
w-interpretation of a UCLTE. This is why, by the lemma
above, the set of infinite behaviours (divergences and tefini

traces) of[C] matches the language {if],, only after eras-

of acceptance, multiple occurrences of a counter operation
on the finite path are insignificant and, if a counter is
initialised on the finite path it does not matter whether it
is decremented. After adding such shortcut transitions, th
transitions on the skipped paths can be discarded. However,
to preserve information on divergences we do the following:
if [C]. has an accepting path eftransitions fromgq, we
insert ar-transition fromgq to a special divergent state from
which 7 (and only7) can be executed infinitely often.

To present this construction formally, we introduce a
counter function composition operaterand the progress
states of a UCLTS. WheneveT is a set of counters and
61,02 : C — O are counter functionsj,; e > denotes a
function §’ : C' — O such thaté’(c¢) = max{d1(c),d2(c)}
for all ¢ € C. The progress state®f a UCLTSC are the
initial state and all states for which there is a state’ and
a visible actiona such that(s’, a, s) is a transition inC. In
our example,Spec's progress states are the states;, e.

Definition 13 (7-closedw-interpretation) LetC be a UCLTS
with a setC of counters andC].,, = (Q, %, A, ¢, F) its w-
interpretation. The-closedw-interpretation (ofC), denoted
by 7*([C].), is the five-tuple(Q’, X, A’, (¢, 0), F’) where
e Q'=(QU{T¢}) x{0,1} and T¢ ¢ @ is adivergent
stateunique toC,

ing 7-symbols. Therefore, we cannot phrase the containment « A’ is the smallest subset ¢}’ x X x @ such that

problem of the infinite behaviours of two UCLTSs directly as

the language containment problem of theimterpretations.

We need to modify thes-interpretation of a UCLTS on the

specification side in such a way that it can skipralymbols

between two visible actions and perform an arbitrary finite

number ofr-symbols from any state.
To enable[C]., to perform an arbitrary number of-

S1) whenever is T¢ or a progress state @, then
(((8,0),b),7,((s,0),1)) e A’ forall § : C — O
and bothb = 0,1,

S2) wheneversy, is a progress state of and
(So, 50)7‘(51, 51) Ce T(Sn_l, 5n_1)a(5n,5n) is a
path in [C],, such thatn > 0 anda # 7, then
(((s0,00),0),a,((sn,01 0...048,),0)) € A’ for

symbols from any state, we add 7aloop to each state.
However, to ensure that the automaton does not execute
the loop infinitely often without taking another transitjon

bothb = 0,1,
S3) whenevers, is a progress state of and
(s0,00)7(s1,01)7(s2,02) ... IS an accepting path



in [C].. then (((so,d0),b),7,(T¢,0)) € A’ for  are inserted i\’ for all § : C'— O and bothb = 0, 1.
bothb=0,1 and((T¢,0),7,(T¢,0)) € A, Finally, the visited marks of the transitions are cleared
o Flisthesetofl(QU {T¢}) x {1},(QU {T¢}) x {0}) and the depth-first search is run for the next progress state,
and all pairs(Q; x {0,1},Q, x {0,1}) such that until all of them have been considered.

(@1, Q2) € F. Lemma 14. Let C be a UCLTS. Then, the-closed w-
Obviously, ther-closedw-interpretation of a UCLTS is an  interpretation7([C].,) is an SA and satisfies the following:
SA whose size is linear in the size of theinterpretation. 1) If (qo,bo)a1(q1,b1)a2(ge,b2) ... is an accepting run
In our example,7*([Spec].,) is the SA of Fig. 7. Ther- of 7*([C].), then(qo, 0)a;, (¢i,, 0)ai, (¢iy,0) ... is @n
transitions are obtained from the progress statesSpéc].., accepting run ofr*([C].,), where iy, is,... is the
by using S1 and the other transitions from pathg$fec]., increasing sequence of alle Z, such thatb; = 0.
by applying S2. In this case, S3 is unused becd¥sec]., 2) If (go,0)a1(q1,0)az(g2,0)... is an accepting run
does not contain cycles oftransitions. of 7*([C].), then for everyi € N, there are
n; € Z4 and statesg; 1,...,¢;n, Of [C]., such that
T l T 47qo,1 - - - T40,n0—10140,n0 TqL,1 - - - Tq1,ny —102G1,n, T

U1 (edee.inie, 1) g2,1-..Tqg2,m,—1 - - - IS @n accepting run ofCJ.,.
3) If goa1qiasgs ... is an accepting run ofCJ., then
T there areq(, ¢, ... such thatg; is a state of[C],, or
the divergent statél¢ for all ¢ € N and, moreover,
wpr (e init, 0) (¢h,0)as, (¢},0)ai,(g5,0) ... is an accepting run of
T 7*([C]w), whereiyq, iq, ... is the increasing sequence
of all i € N such thata; # 7 or a;a;41... =77....
4) If (g0,0)a1(q1,0)az(g2,0) ... is an

To construct ther-closedw-interpretation algorithmically acc%ptlng 1 r,‘jon gf T*(l[[cl]ﬁ)’ Othen
we determine the progress states first. This can be done, e.g. (0, 0)(7 (qﬁz.’ ) “(1);2176)(7 f((h, ”)) az(ga; )N
via a depth-first search on the state-spacé€.of is an accepting run of* ([C].,) for all ng, n1,... € N.

(einit,decv 1)
ubq

uey

(einit,dem 0) (an0p,n0pu 1)

Figure 7. The reachable part of theclosedw-interpretation ofSpec.

S1: For each progress stats, we first insert Intuitively, the lemma states that an executiorf©f., can
(((s,0),b),7,((5,0),1)) into A" for all 6 : C — O and be recovered from an execution of ([C].,) by removing
bothb =0, 1. the addedr-transitions (Item 1) and restoring the skipped

S2: Next, we run a depth-first search on the state-r-transitions (Item 2). Further, an execution of([C].,)
space of[C]., from (s, bc) to determine the shortcut tran- can be obtained from an execution ], by removing
sitions. (Recall thaty» denotes a function that maps all all 7- symbols between two visible actions (Item 3) and
counters ofC to nop.) During the search, the states on inserting any number of-transitions in any location (Item
the path from(s,dc) to the current state are stored in a 4). Together with Lemma 12, this means that the contain-
stack. Initially, the stack contains onlis, dc). If there is  ment problem of the infinite behaviours of UCLT8g,,,:
an element(s’,4’) on top of the stack and a transition and Cs,.. can be formulated as the language containment
((s',0"),a,(s",0")) that is not marked visited, we mark the problem betweeriC;,,,i].. and 7*([Cspec]w)-

transition visited and take the following actions.df= r, Theorem 15. Let ¢, and C be UCLTSs. Theniv(Cy) C

then (s, 0’ e 6”) is pushed on the stack. Otherwise# . . : .
and (((s,0),b),a,((s"”,§ e §"),0)) is inserted inA’ for dv(C2) andit(Cy) € it(Co) iff L([Cr]) € L(r([C2)))-

all 6 : C — O and bothb = 0,1. If every transition By Theorem 10, this implies that we can prove the im-
((s',0"),a,(s",0")) is marked visited, the(s’, §’) is popped  plementation UCLTE,,,,,,; correct with respect to the spec-
from the stack and the search backtracks. ification UCLTSC,,.. under CFFD semantics, by checking

S3: When the stack becomes empty we check whethefailures refinement betweefCipi]sn and [Cspec]sin and
there is an accepting path (frofs, 60)) within the visited  language containment betwe@®,,,;;]., and 7*([Cspec]w)-
T-transitions. For this purpose, the transitions are con
verted into a KS by neglecting the transition labels (a”CoroIIary 16. LetCy, C; be UCLTSs. TherCy Zcorrp Cs
of which are 7) and considering stategs”’, ") to be ff [C1lsin ZrColn and L([C1]w) € L(7"([Co]w)).
labelled byo”’ treated as a set. The existence of an ac- The worst-case complexity of checking failures refine-
cepting path can now be determined by checking whethement between[Ciy.pi]s. and [Cspec]fin IS €xponential in
“NAeec @7({(c,dec)}; {(c,init)}) is false. The formula the size of[C,pec]sin [2]. Constructingr™([Cspec].) iNvolves
states that some counter is decremented infinitely often buunning a depth-first search and performing model checking
initialised only finitely many times. If the formula is nottsa for each progress state. As the complexity of model checking
isfied, then((T¢,0),7,(T¢,0)) and (((s,d),b),7,(T¢,0))  is exponential in the length of the property formula [1], the



complexity of this phase is polynomial in the size @f,.. disjoint. (Note thatS; and S, have the same alphabet.) The
and exponential in the number of countersdg,... The  Kripke product (ofS; andS.), denoted byS; xx S, is the
language containment betwef, ;1] and7*([Cspec]w) IS five-tuple (Q1 x Q2, Q1 U Q2,1, R, (¢1,§2)), where
solved by checking whether the intersection of the langsiage . | is the functionQ; x Q> — Q; U Q» such that
of [[Cimpl]]w and the Complement Olf*([[cspec]]w) is empty. l((ql,QQ)) = {Q1,QQ} for all Q1 € Q1,92 € Qa, and
Since the complementation of an SA is of exponential com- , R is the set of all pairs(q1, g2), (¢}, ¢5)) such that
plexity also in the best case [10], the worst-case complexit (q1,a,q)) € A1 and(qz,a,q}) € A, for somea € X,
of checking CFFD refinement betweéh,,,,; and Cspe. is
linear in the size ofC,,,;, exponential in the number of
counters inCyy,y,; and in the size ofCgp.., and doubly
exponential in the number of counters@g... Theorem 19 ([11]). Let S; and S, be complete SAs with
When considering the complexity of the algorithm, it is acceptance conditiong; and F, respectively, disjoint sets
important to note that specification processes are tygicall of states and the same alphabetSHf is deterministic, then
small. Moreover, CFFD refinement is compositional so thatr,(S;) C L(S,) if and only if S; xx S, satisfies
large systems can be checked correct by first checking , ,
the correctness of their smaller subsystems. This is the( /\ ¢F(Q1§Q1)) - ( /\ ¢f(Q2?Q2)) :
key advantage of (compositional) refinement-based model (@1:Q1)€M (Q2,Q5)€l
checking over (monolithic) temporal-logic model checking  Combining this theorem with Corollary 16 provides a way
Deterministic SpecificationsEven though Corollary 16 to refinement-check UCLTSs with the aid of existing tools.
enables the algorithmic refinement checking of UCLTSs, weNote that the worst case complexity is still dominated by
are unable to complete our SRS case study in practice. Thite failures refinement check, but the best case complexity
is because tool support for Streett complementation is nonis improved since Streett complementation is avoided.
existent. To the best of our knowledge, the only tool for Because the-closedw-interpretation treats as a normal
the complementation ab-automata is GOAL [17], which input symbol,7*([Spec].,) in Fig. 7 is deterministic and the
currently supports Bchi automata but not SAs. approach can be applied to our SRS construction. We en-

Fortunately, if the automaton on the specification side isoded the Kripke product qIfSySYLA]]w and7*([Spec]..)
deterministic, as is typically the case, the language @onta in the input language of the NuSMV model checker [12]
ment problem for SAs can be solved without complementazng ran the tool to test for language containment. The tool
tion. Clarke et al. have shown how the language containmenjaye a positive answer which means tﬁ(iESySYLA]]W) C
problem can be formulated in temporal logic and henceL(T*([[Spec]]w)). Together with the failures refinement of
solved using existing model checking algorithms [11]. Thei 6 finite interpretations OSys/\\LA and Spec, this means
approach involves constructing the product automatonef thyp -+ ihe system works as expected, i.e., both users are able
implementation and specification automata, and repreBenti v, 4ccess the resource infinitely often. Moreover, if SRS is

it as a KS. The property being checked states that th‘ﬁart of a larger system, thefpec can be used in place of
satisfaction of the acceptance condition of the implemen-SySYLA in further analysis.

tation implies the satisfaction of the acceptance comwlitio ° ", r SRS example, NuSMV needed about a minute
of the specification. The authors assume that the automaig complete. This is qu,ite a lot when compared with the

are complete and have disjoint sets of states, which is N%me the refinement checking took. The reason lies in the

necessarily true in our case. However, the latter problem i%omplexity of model checking, which is exponential in
and e, number of counters in the system implementation and

easy to solve by renaming states where necessary,
former problem can be overcome by adding transitions t0 gy ification UCLTSs. Fortunately, we can chop the formula
into smaller pieces in two ways. Firstly, we can check each

special sink state that cannot be part of any accepting run
Definition 17 (Completion) Let S = (Q, %, A, 4, ) be an fairness property = (-, -) related to the specification process
SA. We writeS for the five-tuple(Q,S,AUA ¢, FuU  separately. Secondly, the faimess properties relatedieo t
{{Ls},Q)}), where implementation process can be considered as fairness con-
« Q. =QU{ls}andls ¢ Q is a uniquesink state stralnts that I|m|t_the stat(_a space under n_ws_pectlon. $_,p_ag|
; ; fairness constraints explicitly is more efficient than efing
» Ay is the set of all triplesq, a, Ls), whereg € Q. them in the property formula. Hence, for specifications with
and 3} such that "y ¢ A for all ¢ € A. T L "
“c B (@.0.4) ¢ 7 the deterministie--closedw-interpretation, our result can be
Obviously,S is a complete SA that is deterministic if and represented in the following form, which enables practical
only if S is, and that accepts the same languagé .as refinement and model checking:

Definition 18 (Kripke product) LetS; = (Q;, 2, A;, §i, Fi) Corollary 20. Let Cy, C2 be UCLTSs with disjoint states
be a complete SA, fof = 1,2, such thatQ; and @, are  such that7*([C:2].) is deterministic. Further, letF; and

Obviously, the Kripke product is a KS. The result of
Clarke et al. can now be expressed as follows:



I be the acceptance conditions fd]. and 7([C2].),
respectively. TherG; <cprp C2 iff [C1]fin <r[C2]sn and

[Ci]w xkc T*([Colw), 0 = 07 (Q2, Q%) ,

wheneverQ2, Q5) € F» ando is a(Q1, Q) )-fair execution
of the Kripke product for al{Q1, Q}) € Fi.

[4]

(5]

Using this corollary, NuSMV established the containment [6]

L([[SstLA]]w) C L(m*([Spec].,)) within a second.

We were also able to consider a version of the alternating
bit protocol with two users (two senders and receivers) anq[7] A. Valmari and M. Tienari, “An improved failures equivalence
one-slot message and acknowledgement channels. In this

case, the verification took a couple of minutes.

V. CONCLUSIONS ANDFUTURE WORK

We extended the algebra of (finite) labelled transition

systems with unidirectional counters (UCs). This fornralis

(8]

9]

of UCLTSs enables expressing fairness while preserving

compositionality. Although similar constructs are implic

used by other researchers [5], [14], to our knowledge we ar

the first ones who promote the explicit use of UCsdom-

positional process-algebraic verification involving fairness.
Most importantly, we showed that refinement on UCLTSs

fio]

can be automatically checked under the compositional CFFbt1]
semantics, by utilising existing model checkers. This — a
decision procedure with partial tool support — is another

novelty that distinguishes our work from others [5], [13],

[14], [15].

Although UCs can express many forms of fairness, a
problem when equipping processes with them is that un-
wanted failures and deadlocks may arise. The reason is
that transitions that decrement a UC become blocked whe[i3]
the value of the UC reaches zero. In the case of our SRS
example, there is no such problem because the decrementing

transitions start from an unstable state (after hiding). @en

(14]

general solution is to avoid states that in some environment
always lead to a situation where a UC reaches zero. This

could be realised by marking such statesmplementable

in the style of [14], although it is an open question as to

how this can be done algorithmically.

(15]

Other future work includes implementing the method,[16]
making more experiments and considering state space re-

duction techniques for UCLTSs. Applying our results to

the parameterized process-algebraic setting of [18] and I/ [17]

labelled transition systems [19] is within our interesp.to
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